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CESER 
Mission

Strengthen the security and resilience of the U.S. 
energy sector from cyber, physical, and 
climate-based risks and disruptions.

Evolving Threats 
to Energy Infrastructure

Physical Threats Supply ChainCyber Threats Climate Risks
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Energy Security 

Energy Sector 

Electricity Natural 
Gas 

Liquid 
Fuels

Energy Security ensures a secure and reliable flow 
of energy across the nation.
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Cybersecurity Threats
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Physical Security Threats
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▪ Rogue actors and domestic violent 
extremists are targeting critical energy 
infrastructure

• Of the physical security incidents 
shared with E-ISAC between 
2020-2022, 3% resulted in outages or 
other grid impacts.

▪ Notable increase in repeat and 
clustered incidents

Information provided by 
E-ISAC

TLP:GREEN
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Climate Based Risks
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Collaboration and Coordination is Essential 
State, Local, Tribal, and 

Territorial (SLTT) 
Governments

Energy Government 
Coordinating Council 

(EGCC)
Industry Councils
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Energy Emergency Assurance Coordinator (EEAC) 
Program facilitates 2-way information sharing 

between DOE and states leading up to and during 
an energy disruption or emergency 

Information Sharing Across the Energy 
Sector  

Information Sharing and 
Analysis Centers (ISAC)

Call to Action 

▪ Ask fusion center for 
briefings (class or unclass.)

▪ Lead or participate in 
exercises 
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CESER’s Cybersecurity Efforts
Tools and Technology Capacity Building
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https://www.energy.gov/ceser/cybersecurity-capability-maturity-model-c2m2
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CESER Supported Resources
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SLTT Program Resource 
Library | Department of 

Energy

Energy Security Planning 
Resource HubNASEO BRIC Quick Guide

https://www.energy.gov/ceser/sltt-program-resource-library
https://www.energy.gov/ceser/sltt-program-resource-library
https://www.energy.gov/ceser/sltt-program-resource-library
https://www.energy.gov/ceser/energy-security-planning-resource-hub
https://www.energy.gov/ceser/energy-security-planning-resource-hub
https://www.naseo.org/data/sites/1/documents/publications/NASEO%20BRIC%20Action%20Guide_Quick%20Guide_FINAL3.pdf
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Cyber Baselines Project 
• NARUC launched a CESER supported effort to establish a set of 

cybersecurity baseline principles for distribution systems and distributed 
energy resources (DERs). 

• NARUC established a public-private committee so a collaborative 
approach can be taken to identify and define cybersecurity best practices 
for electric distribution systems and DERs. 

• Participants include Commissioners, Commission staff, federal and state 
partners, trade associations and utilities
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CESER SLTT Contact Information
Alyse Taylor-Anyikire, PhD
SLTT Program Manager
alyse.taylor-anyikire@hq.doe.go
v 

Megan Levy
SLTT Project Manager
Megan.levy@hq.doe.gov 

Juan Gomez
Energy Sector Specialist
Juan.gomez@hq.doe.gov  

Joel Nelson
Energy Industry Specialist
Joel.nelson@hq.doe.gov 

Website: 
energy.gov/ceser

@DOE_CESER

CESER LinkedIn
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@DOE_CESER

linkedin.com/company/office-of-cybersecurity-en
ergy-security-and-emergency-response

energy.gov/CESER
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40124: Rural and Municipal Utility Advanced 
Cybersecurity Grant and Technical Assistance (RMUC) 
Program

Training: Host six free 3-day cybersecurity training opportunities for technical 

practitioners working for utility asset owners and operators, with a focus on 

ICS/OT cybersecurity. 

Funding Opportunity Announcement (FOA): Released later this year to provide 

funding to enable eligible utilities to assess cybersecurity risks, purchase 

technology solutions, and improve the cybersecurity capabilities of their staff.
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Funding: $250 Million over 5 years (FY22-26)
Objectives:

1. Deploy cybersecurity technology, operational capability, or 
services that enhance the security posture of electric 
utilities through improvements in the ability to protect 
against, detect, respond to, or recover from a 
cybersecurity threat.

2. Increase the participation of eligible entities in 
cybersecurity threat information sharing programs.


